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Symantec.

http:/ /know.symantec.com/LP=1123%id=70150000000digEAAQ
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THE BIGGEST, WORST RECENT CYBERHACKS




NJ Accty, Business & Tech Show - Session 11 -
May 14, 2015

CHASE{

T —

/ﬂRRlVAL OF MUCH COO
F !J




NJ Accty, Business & Tech Show - Session 11 -
May 14, 2015

TARGET

40 million - Credit & Debit Card Data Stolen
70 million — Home & Email Address Stolen
Transactions dropped 4% post breach resulfing in 46% drop in profits in Q followi
breach.
March 2015 — Settlement reached to Pay Out $10 million to victims
CEO Terminated

rall Breach Related Cost estimated at >$200 million

lion technology budget focused on securing private




million - Credit & Debit Card Data Stolen
fion — Emaiil Address Stolen
es used in Phishing Attack disguised as a Survey
INs were compromised — In Wake
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+ Operates on the *.su top-level domain (Soviet Union)
Buy with Bitcoins
ard, Bank Name, Country, Hold
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Six Data Breach Predictions for

——
ITBUSINESSEDGE

Changing State of Retail Breaches

With the immi pti quil for EMV (Euro-Pay
Mastercard-Visa) "chip and PIN" technology in the United States
in October 2015, the window may be closing for hackers to easily

profit from point-of-sale attacks on brick-and-mortar retailers.

+ Liability Shift
- Ci Liable for ion — Why?
+ Customer needs to physically key in PIN!
urope, Australia, China are already the
it and Credit can be on san
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More Hackers Will Targot Cloud Data




Cloud services have been beneficial to both

and il p! y. | )
as more information gets stored in the cloud and
consumers rely on online services for
everything from mobile payments and banking
to photo editing and commerce, they become a
more attractive target for attackers. In fact,
a
found a Twitter accou
more on the black market th:
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Health care breaches are expected to persist in 2015 due to multiple
vulnerabilities and the high value of protected health information (PHI) on
the black market. Health care izati face the of securi

a significant amount of sensiti nformation stored on their netwo

‘which, combined with the value of a medical identity string, makes
ttractive target for cyber criminals. The problem is further exas
act that many doctors' offices, clinics and hospitals ma
esources to safeguard their patients' PHI. In fact, an
tors' vi
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Where previously IT departments were

for ining security inci

cyber attacks have expanded from a tech
problem to a corporate-wide issue. With this
shift, business leaders are being held dire
for data
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Although there is heightened sensitivity for
cyber attacks security p i a
majority of companies will miss the mark on the
largest threat: employees. Between human error

and malicious insiders, time has shown us the
majority of data breaches originate inside

pany walls. ploy and are
the leading cause of security incidents but.
remain the least reported issue. Accordin,
industry
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Technology advancements mean the Internet of Things (loT) is
changing how people interact with everyday items. According
to Gartner,

. With more ies looking to ge the loT by
gathering, storing and processing data from billions of objec
and devices, there are more points of vulnerability for thi:

il ion to be targ:

No CPA Firm has ever been hacked!
Really?
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Hacker breaks into local accounting firm
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Please Login

http:/ /passwordsgenerator.net/
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Becurs fign On

15



NJ Accty, Business & Tech Show - Session 11 -
May 14, 2015

Mobile anagement
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Thank You!

Jim Bourke, CPA.CITP.CFF.CGMA
WithumSmith+Brown, PC

@JimBourke
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